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Regulation on Sharing of Confidential Information Published

On 25 February 2020, the Law on Amending the Banking Law and Certain Other Laws entered
into force. Accordingly, the Banking Regulation and Supervision Board was authorized to
determine the rules and procedures regarding confidential customer information’s share and
transfer and restrictions relating to such. In addition, it was regulated that apart from the
exceptions, information regarded as customer secrets cannot be shared with, and transferred
to, third parties who are resident in Turkey, or abroad, without the customer’s request or
instruction, even if the customer’s explicit consent is obtained in accordance with the Personal
Data Protection Law.

Last week, the Banking Regulation and Supervision Authority published the Regulation on
Sharing of Confidential Information (the “Regulation”). Some of the issues regulated in the
Regulation worthy of note are listed, below:

e The definition of pseudonymisation is separated from the definition previously included
in the Regulation on Personal Health Data, and is expanded to include legal entities, as
well as individuals. Pseudonymisation is defined as the processing of customer data in
such a manner that the personal data can no longer be attributed to a specific data
subject without the use of additional information, provided that such additional
information is kept separately, and is subject to technical and organisational measures
to ensure that the personal data are not attributed to an identified or identifiable
individual.

e The scope of customer secrets is expanded. In addition to the regulations in the
Banking Law, when a bank obtains and learns of customer secrets that are held by
another bank, this is also regulated within the scope of confidentiality obligations, even
if a bank-customer relationship has not been established.

e With another additional regulation introduced, when the data relating to individuals
and legal entities that existed prior to the establishment of a bank-customer
relationship, and which do not constitute a customer secret in another bank, are
processed alone, or together with the data formed after the bank-customer relationship
is established, in a way to show that the relevant person is a bank customer, such
information will be regarded as a customer secret.
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It is regulated that the sharing of information that is not a customer secret, but is
information regarded as a bank secret, including only information regarding the bank
with third parties under the responsibility of the bank pursuant to a board of directors’
resolution, this does not constitute a violation of the confidentiality obligation. Thus,
the concept of a bank secret is separated from a customer secret and is clarified.

Some additional exceptions are added to the confidentiality obligation exceptions
regulated in the Banking Law, provided that a nondisclosure agreement is signed, and
the share and transfer of customer secrets are limited to specified purposes.

In line with the Banking Law, even if the customer gives explicit consent, customer
information cannot be shared with or transferred to third parties who are resident in
Turkey, or abroad, without the customer’s additional request or instruction and, in
parallel with the decisions of the Personal Data Protection Board, the customer’s explicit
consent cannot be determined as a prerequisite for the services to be provided by the
bank.

The Regulation forms a framework for the sharing and transfer of confidential information,
and it determines the scope of the banks’ obligations regarding this information, as well as the
general principles to be followed when sharing such information.

Please contact us for any questions regarding this matter.



