Data Protection &

Cybersecurity

The new adequacy decision for EU-US
data transfers

n July 10th 2023, the European Union ("EU")-United

States of America ("US") adequacy decision for
adequate level of protection regarding the transfer of
personal data under the EU-US Data Privacy Framework
("DPF") was formally adopted by the European Commission
Thus, personal data transfers between the EU and the
US now have a full-fledged legitimate base, and the
DPF is influential in terms of recognizing the US as a
country satisfying the adequate level of protection criteria
stipulated under the General Data Protection Regulation of
the European Union ("GDPR"). In short, the DPF establishes
a "data bridge” between the EU and the US in the data
privacy framework.

As early as 2000, the US and the EU entered into the

Safe Harbor Agreement ("Agreement”), which governed
data transfers to and from the US. The Agreement was
supplanted in 2016 by the "EU-US Privacy Shield", which was
replaced again with the DPF. The DPF is the only fully stable
legal basis for data transfers between the EU and the US.

The DPF enables US organizations operating within the
European Economic Area to transfer personal data from the
EU. provided these organizations are included on the "Data
Privacy Framework List" and consistently adhere to the DPF
principles. Accordingly, the US Department of Commerce
has the authority to monitor the listed organizations'
compliance with the DPF principles and take necessary
actions to ensure adherence. On the other hand, the DPF
outlines limitations regarding US intelligence services'
access to EU personal data. In this respect, US intelligence
services can only access EU-oriented personal data for
national security purposes only if such access is allowed
under existing legislation.

In addition to the above, the DPF includes several

binding safeguards to overcome the concerns previously
addressed by the European Court of Justice. Among other
things, the DPF establishes an independent court, the Data
Protection Review Court ("Court”), to which EU citizens can
resort for a judicial remedy to minimize the earlier concerns
pointed out. and if the Court concludes that the data
collected is in breach of security measures, it will be able to
order the deletion of the data in question.
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On the other hand, under Article 3 of the DPF, the
enforcement of the DPF is periodically subject to review by
the Data Protection Authority and the relevant authorities.
In the event that the US is considered to be deviated from
being a safe country for data transfers, the European
Commission can notify the relevant US authorities and limit
the scope of the DPF or even repeal the DPF.

Overall. the DPF is influential in many aspects, including its
influence over jurisdictions that are not within the scope of
the GDPR, like Turkey. The Turkish Data Protection Authority
("Authority”) is authorized under the Turkish Data Protection
Law to announce a collective list of safe countries.
However, there is no list announced by the Authority yet

On the other hand, there is a set of criteria to be considered
by the Authority while assessing to grant approval for

data transfers outside Turkey. Accordingly. the DPF may
influence the Authority during its assessment with regards
to granting approval for the data transfers to the US,
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Strategic collaboration between the Turkish Competition Authority and Data Protection Authority.
The Turkish Competition Authority announced the signing of the Cooperation and Exchange of Information
Protocol with the Personal Data Protection Authority on October 26th 2023. The objective of the protocol is
to address the concerns on the use of big-data technologies.

The Guidelines on Matters to be Considered in the Processing of Genetic Data. The Guideline on the
Processing of Genetic Data has been published by the Personal Data Protection Authority on October
13th 2023. The Guideline emphasizes the importance of personal data security in the processing of genetic
data and provides guidance to data controllers. For the first time, the definition of genetic data has been
defined by the Guideline.

Undertaking Application Approval for Google. The Personal Data Protection Board with its decision
dated August 17th 2023 announced on September 1st 2023 that it granted approval for Google Turkey to
transfer personal data outside Turkey.
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+ Swiss Arbitration for Turkish Business
Conference. KDK co-organized the "Swiss
Arbitration for Turkish Business Conference”,

+ Mentorship Program for In-House Lawyers in
Turkey. KDK sponsored the Mentorship Program
for In-House Lawyers in Turkey event organized
aimed at strengthening the cooperation between by ACC Europe and The Legal 500 on 10 October
Switzerland and Turkey, in cooperation with the 2023. Begim Biger ilikay moderated the panel
Swiss Arbitration Association and Esin Attorney titled "Arbitration and Mediation: An Alternative?"
Partnership on 17 October 2023
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